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The Immune System of Democracy

• Reliable, trustworthy, independent, and pluralistic information.

• Truth reduces fear; fear drives conflict.

• Strong media freedom = lower conflict risk.



Probability of a militarized 
interstate dispute declines 
as media freedom 
improves.

Lowest risk of internal armed 
conflict with highest FoM 
levels. However, when full 
restrictions become moderate 
there is an initial risk.

Strong correlation between 
democracy and media 
freedom since 1900 – 
2023.

Media Freedom = Strategic Asset

• Trust → resilience
• Weak systems → vulnerability
• Environment shapes impact



When the Immune System Fails

“Without facts, you can’t have truth. Without truth, you can’t 

have trust. Without trust, we have no shared reality, no 

democracy, and it becomes impossible to deal with our world’s 

existential problems” 

 – Maria Ressa, Journalist and Nobel Laureate



The Weaponisation of Information Environments

Key mechanisms:
• Coordinated influence operations
• Propaganda and disinformation
• Information flooding
• Emotional mobilisation
• Identity-based narratives

Goal: confusion, distrust and fragmentation.

When trust erodes:
• Polarisation increases
• Manipulation becomes easier
• Democratic resilience weakens



Democratic Strengths or

Democratic Vulnerabilities

Democratic Strengths Potential Vulnerabilities

Pluralism Polarisation

Freedom of Expression Information manipulation

Diverse media landscape Information overload

Open political competition Identity mobilization

Public debate and contestation “Us vs. Them” narratives

Social diversity Social fragmentation

The same openness that makes democracies resilient can also 
be exploited to make them vulnerable.



Countering Disinformation

Disinformation is often discussed as:
•False content;
•Fact-checking;
•Platform moderation.

But increasingly it is understood as:
•A governance challenge;
•A democratic resilience challenge;
•A societal security challenge.



Countering Disinformation

Can democracies defend themselves without undermining their principles?

• Vague false information laws
• Expanded surveillance
• Restrictions on media
• Restrictions on civic space
• Silos of sectors
• Mind the gap



The Problem: Fragmented Responses

• Solutions exist
• Efforts remain disconnected

• Need cross-sector coordination



Whole of Society Approach

• From reaction → understanding
• Comprehensive approach is key
• Strengthen democratic resilience
• Media freedom as strategic asset



National Case Study Presentation

Followed by
Table Top Exercise:

“The Information Environment Before an Election” 



You are representatives of the National Human Rights Institution (NHRI) of the fictional democratic state of Lydora.

National elections are scheduled in six weeks. Political tensions have increased following economic difficulties, 

public protests, and growing distrust toward institutions.

In recent months:

• Independent journalists have faced increasing harassment online;

• Public trust in institutions has declined;

• Political actors increasingly accuse opponents of "betraying national values";

• Polarising narratives concerning migration, corruption, and minority rights dominate online discussions.

Over the past week, social media platforms have seen a sharp increase in posts claiming that:

• Election authorities are secretly favouring migrants and minority communities;

• Journalists are "hiding the truth" about demographic change;

• Civil society organisations are "working against national interests."

Several viral posts contain manipulated images, misleading statistics, and emotionally charged videos. Public debate is becoming increasingly hostile.

Citizens contact the NHRI asking whether it is monitoring hate speech, intimidation, and threats against minority communities. Journalists seek comment on whether 

the information environment is becoming more polarised.

Meanwhile, government officials privately encourage the NHRI to publicly condemn "foreign disinformation actors", although little evidence has yet been provided.

The NHRI itself has increasingly become the target of criticism from some political actors and online commentators, who accuse it of being "politically biased" and 

"detached from ordinary citizens."

Discussion Questions

1. What should the NHRI prioritise?

2. What are the key human rights and democratic risks?

3. Which actions should be taken, which should be avoided?



INJECT 1

Attacks on Journalists and Civil Society

Two days later, several independent journalists covering election issues become the target of coordinated online harassment campaigns.

False claims circulate alleging that:

• Journalists are receiving foreign funding to influence the election;

• Civil society organisations supporting minority rights are "extremist organisations";

• Human rights organisations are attempting to undermine national sovereignty.

Several journalists report threats and intimidation.

At the same time, political commentators and online influencers accuse the NHRI of "protecting anti-national actors" and being disconnected from the concerns of 

ordinary citizens.

Government representatives begin discussing possible emergency measures to address "harmful online content."

Additional Information

• Media organisations are requesting a public response from the NHRI.

• Civil society organisations are seeking support.

• Public trust in institutions continues to decline.

Discussion Questions

1. How should the NHRI respond to attacks on journalists and civil society?

2. How can the NHRI defend democratic resilience without undermining freedom of expression?

3. Which toolkit actions will you prioritise?



INJECT 2

Erosion of Trust and Public Disorder

A highly emotional video spreads rapidly online claiming to show election officials improperly assisting minority voters.

The authenticity of the video remains unclear.

Large demonstrations take place in several cities.

Some protests remain peaceful. Others result in clashes, vandalism, and isolated incidents of violence.

Online narratives increasingly portray:

• Democratic institutions as illegitimate;

• Independent media as enemies of the people;

• Human rights protections as obstacles to national security.

Several politicians demand:

• Rapid removal of online content;

• Expanded surveillance powers;

• Restrictions on demonstrations near polling stations.

Discussion Questions

1. What are the greatest risks to democratic resilience at this stage?

2. What safeguards should the NHRI advocate regarding emergency measures?

3. Which toolkit actions will you prioritise?

Additional Information

• Minority communities report growing fears of intimidation.

• Journalists covering demonstrations face violence and harassment.

• Election authorities express concern about declining public confidence.



INJECT 3

Pressure for Securitised Responses

One week before the election, the government introduces a draft emergency law intended to counter disinformation and 

restore public order.

The proposal would:

• Criminalise vaguely defined "false information";

• Allow temporary suspension of media outlets;

• Expand state monitoring powers over online communications.

Supporters argue these measures are necessary to protect democracy and counter manipulation.

Critics warn that the proposals could undermine media freedom, civic space, privacy rights, and democratic 

accountability.

International organisations and regional human rights bodies request the NHRI's position.

Public trust continues to deteriorate as election day approaches.

Additional Information

• Civil society organisations are divided on the proposed measures.

• Media organisations warn of a chilling effect on public debate.

• Government officials urge the NHRI to publicly support the legislation. Discussion Questions

1. What position should the NHRI take?

2. What recommendations should the NHRI make to decision-makers?

3. What long-term lessons should emerge from this crisis?



1. Information manipulation exploits vulnerabilities.
2. Attacks on media freedom are attacks on democratic resilience.
3. Distrust is a security challenge.
4. Responses must remain rights-based and cross-sectoral.
5. NHRIs have a critical role in resilience.

Key Takeaways

Contact: deniz.wagner@osce.org 

mailto:deniz.wagner@osce.org
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