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About ENNHRI

ENNHRI is the European Network of National Human Rights Institutions. We bring together
49 National Human Rights Institutions (NHRIs) across Europe to enhance the promotion
and protection of human rights in the region. Our network provides a platform for
collaboration and solidarity in addressing human rights challenges and a common voice for
NHRIs at the European level.

As state-mandated bodies that are independent of government, NHRIs have a broad
mandate to promote and protect human rights, including human rights of migrants. Issues
arising in the context of asylum and migration continue to be a well-established priority for
European NHRIs and the cooperation among European NHRIs in this field has grown
progressively since 2013, when the ENNHRI's Asylum and Migration Working Group (A&M
WG) was established.

Individually and collectively through ENNHRI, European NHRIs, working alongside other
Human Rights Defenders (HRDs), have engaged extensively on migrants’ rights at borders
and beyond.


https://ennhri.org/about-nhris/
https://ennhri.org/rights-at-borders/
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Executive summary

New technologies are increasingly used in the context of asylum, migration, and border
governance, and NHRIs have an important role to play in ensuring human rights
compliance in this fast-evolving area. As the impact and risks that the use of these
technologies has on migrants’ rights is still underexplored, this paper aims to guide NHRIs
in better understanding of the implications behind the interaction of emerging
technologies with migrants’ rights, as well as providing introductory insights useful for
NHRIs engagement.

This paper introduces a wide range of technologies employed in the governance of asylum
and migration, including predicting migration patterns, border surveillance, data gathering,
digitalization of international protection processes and immigration detention. With the use
of specific case studies, it discusses the potential effects of these technological devices on
migrant rights, addressing concerns about transparency, proportionality, and the
underlying objectives of technology use in asylum, migration, and border governance. For
example, it examines surveillance technologies along European borders and migration
routes, such as drones, biometric tools, and heat and motion-detecting cameras. It finds
that while such technologies are intended to enhance border governance and surveillance,
they can ultimately also deter migrants from seeking protection and risk eroding the
principle of non-refoulement.

This paper delves into how NHRIs, with their broad mandate to protect and promote
human rights, are instrumental in ensuring human rights compliance in the use of
technology in asylum and migration governance. While their specific actions in doing so
may vary based on their mandate, resources, and priorities, NHRIs actions include raising
awareness, monitoring and reporting Al usage at borders, conducting human rights impact
assessments and ensuring accountability where technology use negatively impacts
migrants' rights. NHRIs also play a key role in supporting migrants’ effective legal
protection and access to justice, including by handling individual complaints and
intervening as third-party interveners both in national and regional courts.

Looking into the recently approved regional pieces of legislation in the field of Al both by
the European Union and the Council of Europe, the document shows how they will impact
the ways in which European states develop and use Al in the field of asylum and migration,
as well as NHRIs prominent role in advocating for a human right-centered approach to
regulating Al. For example, at the Council of Europe, NHRIs consistently advocated for
effective independent oversight and enforcement mechanisms at the national and regional
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levels and for the introduction of prohibited practices, including on Al systems used for
immigration enforcement.

As emerging technologies will continue playing an increasing role in asylum and migration
governance at the European borders and beyond, this paper sheds a light on how their use
might lead to the violation of existing human rights standards, including the non-
refoulement principle, and aims to provide NHRIs with the tools to effectively strengthen
and prioritise their work in this complex area.

l. Introduction

ENNHRI presents this paper on the intersection between technologies, migration and
human rights with a view to providing guidance to NHRIs on the technologies used in the
field of migration, their potential impacts on human rights, key regional developments in
the area, and opportunities for NHRIs to promote and protect human rights in this field.

The use of new technologies in the context of asylum, migration, and border governance
has been steadily growing over the last several years. Some exceptional circumstances over
this period, which have impacted on migration, such as the Covid-19 pandemic and
conflicts in and outside of Europe, have been used by authorities as a reason to increase
migration management efforts, including through the development and application of
technological tools. At present, new technologies are used across the asylum and migration
field, for example during border surveillance, in gathering information about individuals
entering or exiting state territories, and in processing asylum and migration applications.

While the use of technologies in these contexts is often credited with leading to increased
efficiency in decision making, or with strengthening border protection, there is growing
recognition of the impact that their use can have on the human rights of migrants. This has
been reported by European NHRIs, civil society organisations (CSOs), human rights
defenders (HRDs), and academia, for example in relation to the role of technologies in
pushbacks and in limiting access to international protection procedures and to effective
remedies. Additionally, the UN Special Rapporteur on contemporary forms of racism has
alerted that the growing digitalisation of national border and immigration procedures
disproportionately targets and impacts racial and ethnic minorities, perpetuating
discrimination.

While some challenges associated with the use of technologies in the field of migration are
new, there is an increasing understanding that the use of technology impacts well-
established human rights standards. NHRIs have expertise on a wide range of human rights



https://borderviolence.eu/reports/ohchr-submission-the-role-of-technology-in-illegal-push-backs-from-croatia-to-bosnia-herzegovina-and-serbia/
https://borderviolence.eu/reports/ohchr-submission-the-role-of-technology-in-illegal-push-backs-from-croatia-to-bosnia-herzegovina-and-serbia/
https://www.hertie-school.org/fileadmin/2_Research/1_About_our_research/2_Research_centres/Centre_for_Fundamental_Rights/AFAR/Automating-immigration-and-asylum_Ozkul.pdf
https://www.ohchr.org/en/documents/thematic-reports/ahrc4876-racial-and-xenophobic-discrimination-and-use-digital
https://www.osce.org/files/f/documents/f/a/499777.pdf
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that are affected in this context, including among others, human dignity and freedom from
inhuman or degrading treatment, right to access international protection, right to private
life, non-discrimination, and right to an effective remedy.

Further, NHRIs have reported on the impact of Artificial Intelligence on human rights,
democracy, and rule of law, including more broadly through ENNHRI’s annual rule of law
reporting. In this context, European NHRIs highlight and raise concerns regarding lacking
or insufficiently coherent legislation regulating the use of Al, ongoing use of Al to carry out
unjustified surveillance, and insufficient public awareness regarding the use of Al.

Drawing on their strong experience on migrants’ rights, NHRIs have an important role to
play in strengthening human rights compliance in the use of technologies in the field of
asylum and migration. This includes, for example, by providing guidance to authorities on
the associated human rights risks and participating in human rights impact assessments. As
a bridge between civil society and national authorities, NHRIs can facilitate engagement
and cooperation with and between relevant national actors, such as other human rights
defenders, supervisory authorities (including Data Protection Authorities), and other
relevant national authorities.

The impact of technologies on migrants’ rights constitutes an emerging area of concern
and regional attention; as such, NHRIs can use their mandate and expertise to advocate for
strong human rights compliant standards at the outset. For example, by advising national
actors to strengthen regional and country-level standards regulating the use of
technologies that impact the human rights of migrants, or by participating in and
supporting strategic litigation.

This paper builds upon discussions held by the ENNHRI Asylum and Migration Working
Group during a training on technologies, migration and human rights held in Athens in
May 2023. It serves as a resource for NHRIs exploring their role at the intersection of new
technologies, migration, and human rights. It seeks to provide guidance for NHRIs" work on
this topic, through:

e providing an overview of technologies used throughout asylum and migration
processes as well as the impact these have on the human rights of migrants (section
In);

e outlining key regional policy developments and standard-setting in this area,
highlighting their interaction with and possible concerns for migrants’ rights (section
1); and


https://ennhri.org/wp-content/uploads/2023/08/ENNHRI-2023-Report-on-the-State-of-the-Rule-of-Law-in-Europe.pdf#page=63
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e focusing on the role of NHRIs in this emerging human rights area and opportunities
for NHRIs" engagement towards stronger human rights compliance in the use of
new technologies in the field of asylum and migration (section IV).

The extent to which NHRIs will be able to engage on the activities identified in this report is
dependent on the resources, mandates, and priorities of NHRIs across Europe.
Nonetheless, this paper contributes to a better understanding of the opportunities
available to NHRIs in this emerging and fast-evolving area, as well as associated challenges.

Scope and terminology

In this paper, references to technologies are understood in the broad sense, including
digitalisation of migration and asylum processes, use of existing technologies like drones
and cameras for surveillance, collection and storage of migrants’ data, and the
development of technologies relying on Atrtificial Intelligence and automated decision-
making for migration purposes.

Digitalisation refers to the use of electronic, online, or digital systems and processes,
including in lieu of those that were previously handled in-person or through paper
applications. This includes the use of online systems for booking appointments with
national migration authorities, applications for residence permits, and remote interviewing.
The majority of European states have digitalised most or some of the relevant migration
processes.

Artificial Intelligence (Al) can be broadly defined as the ability of machines to display
human-like capabilities like reasoning, learning, planning, problem-solving, and creativity.
There is no common definition of Al. The definitions of Al are in part dependent on the
recent and ongoing discussions, with differing regulatory contexts, such as the Council of

Europe Convention on Al, human rights, democracy and rule of law, and the European
Artificial Intelligence Act (Al Act), adopting varying definition of the concept of Al. However,
this paper understands these terminologies in a broad sense rather than favouring a
specific definition.

Migrant can be defined as an umbrella term referring to a person who has moved from
their country of origin or place of habitual residence, temporary or permanently, for a
variety of reasons.’

" Adapted from International Organization for Migration (IOM), Key Migration Terms.



https://emnbelgium.be/sites/default/files/publications/Joint%20EMN-OECD_Digitalisation_and_AI_inform.pdf
https://www.europarl.europa.eu/news/en/headlines/society/20200827STO85804/what-is-artificial-intelligence-and-how-is-it-used
https://www.iom.int/key-migration-terms
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Il. Human rights impacts of the use of technologies in the field of
migration

This section provides an overview of the key ways in which technologies are used in the
context of asylum and migration, including: forecasting migration trends; border
surveillance; data collection; digitalisation in international protection processes; and
immigration detention. Across each of these areas, this section identifies the impact that
these developments could have on the human rights of migrants.

Anticipating and forecasting migration trends

There is an increased use of technology aimed at predicting and anticipating migration
trends. Migration forecasting tools rely on large datasets and analysis of patterns and
trends in migration to predict possible future migratory movements. These tools have in
some cases been developed with the objective of contributing to preparedness and more
tailored support to new arrivals. For example, the International Organization for Migration
(IOM) has developed a Displacement Tracking Matrix (DTM). This system relies on data
collected by key stakeholders such as other UN agencies, national and international NGOs,
community leaders, as well as national authorities. The type of data collected and
methodology applied is dependent on the country context in which the DTM is used.
Broadly, it may collect qualitative data, as well as quantitative, census-like data, or
information on routes taken to seek international protection.

In Europe, the DTM has been used to collect data on the displacement of Ukrainians in
Slovakia and Poland, in order to enable national authorities to provide specific and
targeted assistance. In addition, it has been used at borders (for example in Croatia and
Spain) to provide regularly updated data on migrants’ countries of origin, gender, age,
routes, cost of travel, as well as problems encountered in their origin country and along the
route. The DTM tool seeks to better understand migrants’ profiles, vulnerabilities, and
needs at borders.

While these tools can be used to increase states’ preparedness to meet migrants’
protection needs, concerns have been raised that the information coming from forecasting
tools can have a negative impact on migrants’ rights. For example, the same tool can be
used by national authorities to increase surveillance and restrictive border control policies,
as well as to put in place measures that prevent migrants’ entry to state territory,
undermining the right to seek international protection and facilitating potential violations
of the non-refoulement principle.


https://dtm.iom.int/
https://dtm.iom.int/about/methodological-framework
https://dtm.iom.int/slovakia
https://dtm.iom.int/poland
https://dtm.iom.int/croatia
https://dtm.iom.int/spain
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Further, research such as that done by the EU Fundamental Rights Agency demonstrates
that predictive analytics tools can undermine fundamental rights and reinforce
discrimination. The key concerns relate to the lack of transparency in how the algorithms
used in these tools are designed and make decisions, the risk of reliance on biased data,
and the potential for feedback loops.

Another example of a migration forecasting tool is the EUMigraTool, which was developed
under the ITFlows project, an EU-funded research project seeking to provide accurate
predictions and adequate ‘'management’ of migration movements into the EU. The
EUMigraTool project intends to use open data (such as that from social media) as well as
specific information collected by international organisations and NGOs in order to forecast
migration movements into the EU.

European civil society organisations have expressed serious concerns with the IT flows
project, and associated EUMigraTool. They highlight that, while the tool is developed to be
used for humanitarian purposes, the project builds infrastructure for predictive migration
technologies more broadly, which could be re-purposed for preventing access to the
territory and to asylum processes. Partners in the ITflows projects have recognised that one
of the risks that must be mitigated in the application of the EUMigraTool is the potential for
the project to be used to restrict the right to asylum as well as to prepare for or allow
pushbacks.

Drawing on the above concerns, CSOs across Europe have called for a ban on prediction
and forecasting tools when these aim to prevent or curtail migration, as these Al systems
pose an unacceptable risk to human rights, and heighten the risk of refoulement, which
cannot be mitigated by technical means nor by procedural safeguards.

Border surveillance

European NHRIs have monitored and reported on widespread human rights violations at
borders, including torture and violence, life threatening deterrence measures at sea, and
informal returns (pushbacks) following detection of migrants at borders. At the same time,
human rights defenders have documented a trend of rising reliance on technologies to
detect and prevent border crossings. Taken together, these findings demonstrate the need
to examine the impact that technologies used towards migration management may have
on the human rights of migrants.



https://fra.europa.eu/sites/default/files/fra_uploads/fra-2022-bias-in-algorithms_en.pdf
https://www.accessnow.org/press-release/open-letter-itflows-consortium/
https://www.itflows.eu/wp-content/uploads/2022/07/7.-D2.3-ITFLOWS-R.pdf
https://www.accessnow.org/press-release/joint-statement-ai-act-people-on-the-move/
https://ennhri.org/wp-content/uploads/2021/09/The-human-rights-of-migrants-at-borders_Regional-report.pdf
https://ennhri.org/wp-content/uploads/2021/09/The-human-rights-of-migrants-at-borders_Regional-report.pdf
https://prof.euwest01.umbraco.io/media/2cqnt3oq/prab-_-policy-note-_-walls-and-high-tech-at-europe-s-borders.pdf
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There is a diversity of surveillance technologies being applied across European borders
and migration routes. This includes drones capable of surveilling vast areas of land and sea
borders; remote biometric tools that can capture biometric data from a distance; motion
and heat-detection cameras; and portable biometric data collection tools. Human rights
defenders present at borders have increasingly raised concerns that these technologies are
used towards deterring and preventing migrants’ access to territory. With the majority of
European states requiring individuals to be present in the states’ territory to request
international protection, tools aimed at deterrence and prevention raise challenges for the
principle of non-refoulement and risk further eroding the accessibility of the right to seek
international protection. For example, they can be used to halt asylum seekers’ physical
entry in the territory which might prevent them from applying for international protection.

While border management and surveillance technologies are largely operated by national
authorities, across the region, the European Border and Coast Guard Agency (Frontex) is
increasingly engaged in border management activities, including specifically through the
use of technologies. For example, Frontex has actively used drones to surveil European sea
borders, particularly in the Mediterranean and Aegean, working alongside national border
authorities. The involvement of a multiplicity of actors in border management contributes
to challenges in determining accountability, including where border technologies may have
been involved in or facilitated human rights violations. This is one among several serious
gaps in human rights accountability previously highlighted by European NHRIs.

While fully-fledged Al-based border management technologies remain largely at an
early stage, they are increasingly being developed and tested across European borders.
National authorities and regional actors, including the EU institutions, have invested
growing financial resources in the design and testing of border management technologies,
particularly those which are based on Al. In order to justify this considerable financial
investment, actors refer to the need to improve border governance and the importance of
tackling irregular migration, human trafficking and cross-border crime. Civil society has
alerted that there is often insufficient or nonexistent assessment of the possible impact on
the protection of migrants’ human rights when designing, developing and implementing
technology at borders.

One example of an Al-based technology that was developed and tested with the goal of
contributing to stronger border management is the “iBorderCtrl Project”. The objective of
this project was to enable faster and more thorough border control for third country
nationals crossing the land borders and at the same time to enhance border control
checks.


https://ennhri.org/news-and-blog/report-human-rights-accountability-at-borders/
https://www.europarl.europa.eu/RegData/etudes/IDAN/2021/690706/EPRS_IDA(2021)690706_EN.pdf
https://www.accessnow.org/wp-content/uploads/2022/11/Access-Now-Version-Human-Rights-Implications-of-Algorithmic-Impact-Assessments_-Priority-Recommendations-to-Guide-Effective-Development-and-Use.pdf
https://www.iborderctrl.eu/The-project/
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The project relied on several existing and new technologies to build a technical framework
including biometrics; facial recognition; document authenticity; detection tools aimed at
detecting individuals hidden in vehicles during border crossings; risk based assessments
tools aimed at identifying individuals that may be ‘at risk’ of irregular migration; and
deception detection systems which seek identify possible deceit or fraud on the part of the
individual entering the territory through interviews. It was partly funded by the EU, and was
tested by several national authorities, including Hungarian Border Guards, Latvian State
Border Guards, Greek Border Guards and the Hellenic Police Officers. The project
completed a testing phase and came to an end in 2019, however it has not been followed
up or further implemented.

The "iBorderCtrl Project” has been consistently criticized by human rights actors for
inadequate and insufficient consideration of its human rights impacts. They alert that
emotion or lie detection technologies are built on pre-existing data which contains biases
and in migration contexts and can easily open the door to inaccurate results and
misinterpretation, including for example, due to cultural differences in expressing emotion.
Further, digital rights experts explain that these tools do not take into account possible
vulnerabilities that can impact individual expressions of different emotions. For example, it
remains unclear whether such automated systems can process cultural differences in
communication, or take into account the impact that trauma has on an individuals’
memory. A lack of safeguarding in this regard can further act to the detriment of migrants
assessed by these technologies.

Further, aspects of the “iBorderCtrl Project” currently form the basis of litigation before the
Court of Justice of the European Union (CJEU). The case was brought by the MEP Patrick
Breyer, requesting access to documents containing information on the project’s justifiability
and legality. In 2021, the General Court ruled that the restriction of access to documents
stemming from the project was justified. The judgment specified that the public could have
access to some documentation; but it found that commercial interests rule out public
access to information on the specific iBorderCtrl technology, as well its legality, reliability,
the risk of discrimination, and mitigation measures.

The lack of transparency in the scope, application and impact of Al and other new
technologies in the field of border management is another key concern raised by digital
rights experts and HRDs working in this field. The issue of transparency has also been
subject to regional-level litigation. For example, the CSO SeaWatch has lodged a complaint
before the General Court of the European Union against Frontex, with regards to the lack
of access to documents containing information on interceptions of boats travelling from


https://www.iborderctrl.eu/Technical-Framework/
https://www.amnesty.org/en/latest/news/2019/03/automated-technologies-and-the-future-of-fortress-europe/
https://edri.org/wp-content/uploads/2020/11/Technological-Testing-Grounds.pdf
https://www.patrick-breyer.de/en/press-briefing-transparency-complaint-against-secret-eu-surveillance-research-iborderctrl/
https://sea-watch.org/en/sea-watch-takes-frontex-to-court/
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Libya to Malta, which were supported by drones operated by the Agency. This lack of
transparency raises additional challenges for HRDs, including NHRIs, to identify and tackle
human rights concerns arising from the use of technologies at borders, as well as to ensure
accountability.

Another key concern relates to insufficient transparency in the sources of funding for
the development of Al systems. In the majority of cases, technological tools are either
entirely or partly designed and funded by private or non-state actors, posing a challenge
for state oversight mechanisms. At the same time, there is increased emphasis and
commitment on the part of states for the EU to mobilize funding to strengthen border
management capabilities as well as infrastructure, including specifically border
management and surveillance technologies. A recent report highlighted that between 2014
and 2022, the EU provided more than €250 million to 49 projects seeking to develop
border technologies.

The scope of these technologies’ applications and the objectives behind national
authorities’ uses of these tools has the potential to impact the human rights of migrants’
including, among others, access to territory, non-refoulement and the right to a private life.
This also impacts the right to an effective remedy, with individuals being unable to
challenge decisions taken by non-transparent technology-based processes. The lack of
transparency in the development and application of Al-based and other technological tools
in border management is compounded by the inadequate or insufficient consideration for
and assessment of human rights impacts of these tools.

Data collection and large-scale IT systems

There is a growing use of databases for migration management, particularly at the EU-
level. Currently, of the nine databases used or envisaged to be used at EU level in the
context of Justice and Home Affairs (JHA), six are intended to contain data relating to
migration issues. These include the Eurodac, Visa Information System; Schengen
Information System (SIS 1l), European Criminal Records Information System on third-
country nationals (ECRIS-TCN), Passenger Name Record, Entry/Exit System; and the
European Travel Information and Authorisation System (ETIAS).

These databases were created separately, each with its own purpose, from storing
biometric data, to monitoring visas, flagging possible security risks, and holding data

relating to criminal convictions. While varied depending on the context and specifics of


https://www.statewatch.org/media/3964/europe-techno-borders-sw-emr-7-23.pdf
https://www.statewatch.org/media/3725/frontex-and-interoperable-databases-report.pdf

P
ENNHRI

each database, broadly, the information contained in these systems is accessible to border
guards, law enforcement authorities and migration and asylum officials.

For example, with the recent Recast Eurodac Regulation under the 2024 EU Pact on
Migration and Asylum, the new Eurodac database will be collecting not only fingerprints
but also biometric data, as well as increasing the information in the system, ultimately
aiming at expanding Eurodac beyond asylum purposes and improving the ability of the
system to tackle irregular migration.

While these databases are currently used in and by EU member States, states across the
region are developing similar systems. For example, states in the Western Balkans have
committed to the development of interoperable biometric and data-sharing systems, which
could be modelled on the Eurodac system. This is done also with the aim of enabling
regional information exchange, and with a view to ensuring interoperability and
compatibility with EU systems.

In the past years, there have been increased discussions around the interoperability of
these databases. In 2019, two EU regulations were adopted to create a framework of
interoperability between the JHA databases and thereby to build synergy between the EU’s
migration and security policies. Interoperability refers to making it possible, in some
contexts, for border and law enforcement authorities to search all these databases at once,
as well as to share data between them without the need to create new systems. While the
regulation has not yet been completely implemented, the interoperability of these
databases is envisaged to strengthen border management as well as national authorities’
responses to terrorism and crime.

While interoperability does not intrinsically violate human rights, concerns have been raised
that it is not accompanied by adequate safeguards against its disproportionate use or
sufficient accountability mechanisms in case of human rights violations. Additionally, there
are concerns that the system would disproportionately impact undocumented and
vulnerable migrants.

This was highlighted, among others, by the EU Fundamental Rights Agency (FRA).
Interoperability is expected to contribute to effective identification and return of individuals
with irregular migration status. Research by FRA shows that that, if migrants in an irregular
situation know that they risk being apprehended or reported to the authorities, they will be
discouraged from approaching providers of basic services, such as medical facilities, legal
advice, and education. Without sufficient safeguards, increased reliance on interoperable


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R1358
https://data.consilium.europa.eu/doc/document/ST-8622-2020-INIT/en/pdf
https://www.consilium.europa.eu/en/press/press-releases/2019/05/14/interoperability-between-eu-information-systems-council-adopts-regulations/
https://picum.org/wp-content/uploads/2019/11/Data-Protection-Immigration-Enforcement-and-Fundamental-Rights-Full-Report-EN.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2017-interoperability-eu-information-systems_en-1.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2017-interoperability-eu-information-systems_en-1.pdf
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systems could discourage individuals from seeking support and put migrants’ access to
services and socio-economic rights at significant risk.

Moreover, there are concerns that data contained in these systems may not always be
accurate, and may be reproduced across the interoperable system, leading to
administrative decisions being taken incorrectly on the basis of inaccurate data. At the
same time, the individual subject to a decision based on information taken from
interoperable databases may not be informed of the basis on which the decision is made,
therefore negatively impacting their right to challenge this decision and access an effective
remedy, including seeking compensation.

Further, the European Commission has expressed one of the objectives of interoperability
as building synergies between the EU agendas on migration management and the fight
against terrorism and organised crime. This interconnection of migration databases with
crime and justice databases may contribute to an unjustified blurring between criminal
law and immigration.

Human rights defenders have emphasised the disproportionality of connecting migration
and criminal law databases. Particularly, this may give the impression that migrants
inherently constitute a security threat. The lack of ‘firewalls’ between criminal and migration
databases can lead to further criminalisation of migration, based on an individual’s irregular
entry or stay in a country, and may result in a greater focus on forced returns. CSOs
working with migrants have highlighted that heightened identity checks, including through
interoperable systems, are likely to deepen mistrust for authorities among migrant
communities.

The securitisation linked to migration-related databases is an existing area of concern for
European NHRIs. For example, the Slovenian NHRI initiated a procedure before the
Constitutional Court to review the constitutionality of the law on the duties and powers of

the police, allowing for systematic gathering of data (Passenger Name Records) from
passengers arriving from third countries and matching it with other police databases, such
as criminal files. Additionally, the French NHRI has warned of the existence of a database
specifically for unaccompanied minors, and raised concerns that this database is used with
the objective of tackling irregular migration rather than, as stated by authorities, in the
context of the age determination process.


https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:52016DC0205
https://picum.org/wp-content/uploads/2019/11/Data-Protection-Immigration-Enforcement-and-Fundamental-Rights-Full-Report-EN.pdf
https://picum.org/wp-content/uploads/2020/04/INFOGRAPHIC.-Interoperability-Systems-and-Access-to-Data_WEB_RGB.pdf
https://algorithmwatch.org/en/automating-society-2019/slovenia/
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In addition, where there are Al-based algorithmic large-scale IT systems, concerns have
been raised that these systems have built-in biases, which could lead to discriminatory
outcomes. At the same time, there is opacity in the way these systems make decisions. For
example, the Passenger Name Records (PNR) Directive sets out regulations on the large-
scale collection and screening of airline passenger data, and comparison against ‘relevant’
databases with the goal of identifying individuals who may be serious criminals. The initial
matches are produced through automated algorithmic means.

The Court of Justice of the EU (CJEU) raised these concerns in its judgment on the
compatibility of the EU Passenger Name Record Direct (PNR). The CJEU highlights
particularly the use of self- and machine-learning Al systems, which are capable of
modifying the flagging process autonomously, raising the risk that decisions would be
made by the system without a clear explanation. In its judgment, the CJEU imposes a
prohibition on the use of machine-learning systems, arguing that due to the lack of
transparency associated with these systems, it might be impossible to understand the
reason why a given program arrived at a decision. In these circumstances, use of such
technology may deprive the individuals of their right to an effective judicial remedy.

Digitalisation of international protection procedures

In the majority of European states, national authorities use online systems to make
appointments, lodge and track applications for international protection remotely, and
process such applications. These systems have the potential to make asylum processes
simpler and more accessible. At the same time, the extent and scope of their use can
impact migrants’ access to international protection procedures and reception.

First, the digitalisation of initial steps in the international protection process can pose
challenges for migrants with limited digital literacy, or with poor access to adequate
devices. For example, where international protection processes require migrants to
complete an initial online registration or to use an online appointment system, individuals
with limited understanding of technologies may struggle to meet this initial threshold. In
addition, increased digitalisation of these processes has in some cases led to a decrease in
the availability of in-person practical and tailored support for asylum seekers.

Further, the asylum determination process is largely based on personal interviews as well as
evidence gathering to substantiate individuals’ international protection claims. In efforts to
make this process more efficient and accurate, many national authorities have increasingly
relied on digital solutions. This includes the expansion of remote and online interviewing,


https://ecnl.org/sites/default/files/2022-10/ECNL%20Opinion%20AI%20national%20security_0.pdf
https://curia.europa.eu/juris/document/document.jsf;jsessionid=B4A49BBF05F595B9B70F39DE31BEA945?text=&docid=252841&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=1429667
https://www.oecd.org/migration/mig/EMN-OECD-INFORM-FEB-2022-The-use-of-Digitalisation-and-AI-in-Migration-Management.pdf
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use of technologies to verify claims, and extraction of data from asylum seekers’ mobile
phones to confirm information provided.

Remote interviewing has been used by organisations such as the United Nations High
Commissioner for Refugees (UNHCR), as well as a number of European states for several
years, in order to conduct interviews where there were security concerns, difficulties in
physically reaching the individual concerned, or where individuals’ vulnerabilities preclude
them from being able to travel. Remote solutions have been particularly used by national
authorities when conducting interviews with individuals held in immigration detention
centres or accommodated in distant or isolated reception centres. The practice was
expanded and developed during the Covid-19 pandemic with the goal of preventing
further backlog in asylum decisions while ensuring compliance with health restrictions.

For national authorities, digitalised processes can support in more efficiently processing
claims, including by more easily allocating interpretation services and reducing the need for
individuals to travel across the state for interview. Additionally, human rights defenders
working with asylum seekers have highlighted that digitised processes have allowed
individuals to participate in procedures with more flexibility, and to benefit from going
through these in a more accessible and comfortable environment.

Despite the potential positive impact of digitalisation, these tools may not be appropriate
for all individuals. Human rights defenders have alerted that, in some cases, digitalised
processes lead to challenges, such as IT issues within digital systems, inconsistency in
information on how digital processes work, insufficient safeguards and support for
individuals concerned (particularly those with low-levels of digital literacy), and a lack of
transparency as to what documentation and information can be accessed by authorities,
and to what purpose.

Further, where particularly vulnerable individuals are concerned, there are additional
obstacles in building rapport or trust with the interviewer and in reading body language
cues that would indicate distress. As a result, human rights defenders have indicated that
remote processes may not be suitable, particularly for individuals in a situation of increased
vulnerability, such as asylum seekers with mental health concerns, survivors of violence or
trauma, trafficking victims, individuals with disabilities, older persons, and individuals with
poor digital literacy.


https://www.refworld.org/docid/5ee230654.html
https://asylumineurope.org/wp-content/uploads/2022/01/Digitalisation-of-asylum-procedures.pdf
https://www.helenbamber.org/resources/reportsbriefings/remote-home-office-substantive-asylum-interviews
https://www.helenbamber.org/resources/reportsbriefings/remote-home-office-substantive-asylum-interviews
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Technologies used in assessing international protection claims

Beyond digitalisation, several European countries rely on technologies, including Al, to
assess or substantiate asylum seekers’ claims. This includes using algorithms to analyse
language to determine an individual's country of origin. For example, national authorities in
Germany have relied on a digital technology used to recognise dialects (Dialect
Identification Assistance System — DIAS) to determine countries or regions of origin, in
cases where the individual concerned does not have identification documents. The tool
records speech and relies on open source linguistic data to produce a result providing a
percentage breakdown of the dialect of the person concerned. Several other European
states are exploring the feasibility of implementing similar technologies.

While this tool may assist authorities, an overreliance on results generated by these
technologies can also act to the detriment of an individual's rights. Many voice recognition
and dialect identification tools remain in the early stages of development. At the same
time, the accuracy of these technologies is questionable. The determination of an
individual's place of origin is complex and it is difficult for software to draw such
conclusions based on dialect, a characteristic which can be altered based on an individuals’
surroundings. While these technologies may be a support tool for authorities, they should
not be the sole basis for a decision. In this regard, the EU General Data Protection
Regulation (GDPR) forbids any authority to take decisions solely based on an automated
decision-making algorithm, including those like DIAS.

Further, in the context of gathering more evidence to substantiate asylum seekers’ claims,
European states are more frequently requesting and collecting information from
individuals’ personal devices, including mobile phones, computers, and USB sticks. This
information is extracted with the goal of determining countries of origin, conducting
background checks, as well as proving substantive elements of the individual's claim and
their migration pathways. The information extracted from individuals’ devices includes
social media details, contacts, call logs, text messages, emails, files, and location data. Data
extraction practices are applied widely across Europe, including as standard practice in
Croatia, Germany, Lithuania the Netherlands and Norway, while state authorities in Austria,
Belgium, Denmark and Switzerland have passed legislation to begin to allow this process.

This practice impacts the protection of migrants’ right to private life. Mobile phones often
carry sensitive information, including on health and medical conditions, personal and family
relationships, as well as political and religious beliefs. While in some cases individuals may
be willing to share this information to fulfil authorities’ goal of speeding up asylum
processes, in others, individual migrants may be hesitant to consent to such in depth


https://www.hertie-school.org/fileadmin/2_Research/1_About_our_research/2_Research_centres/Centre_for_Fundamental_Rights/AFAR/automating-immigration-and-asylum_final_afar.pdf
https://www.hertie-school.org/fileadmin/2_Research/1_About_our_research/2_Research_centres/Centre_for_Fundamental_Rights/AFAR/automating-immigration-and-asylum_final_afar.pdf
https://hertieschool-f4e6.kxcdn.com/fileadmin/2_Research/1_About_our_research/2_Research_centres/Centre_for_Fundamental_Rights/AFAR/automating-immigration-and-asylum_final_afar.pdf
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searches. This scope of data extractions can raise concerns around the privacy of migrants’
information, as well as fear that it could be shared with authorities in their countries of
origin, or used to facilitate forced return procedures.

Several CSOs and HRDs have alerted to the disproportionate nature of mobile phone data
extractions, and argued that this practice rests on the assumption that individuals’ personal
devices provide more accurate information than the individual themselves. Additionally,
while in many states authorities must obtain consent from the individual involved, the
concern that failing to consent may lead to negative repercussions raises questions as to
whether such consent can be freely given. The practice has been subject to criticism as well
as litigation in a number of European states.

For example, in the UK, a High Court determined that a blanket policy by the Home Office
to seize and search migrants’ phones constituted a breach of migrants’ right to private and
family life under the European Convention on Human Rights (ECHR). This followed
extensive advocacy as well as a third party intervention by the civil society organisation

Privacy International. Additionally, in Germany, civil society organisations challenged
legislation that allowed national authorities to oblige asylum applicants to hand over
mobile phone data if they were not able to provide a passport. The phone data would then
be used to establish an individuals’ identity or to enforce removal to another country.
Following litigation led by the German CSO Society for Civil Rights (GFF), national courts
confirmed that extracting data from asylum seekers mobile phones, without prior
consideration of less intrusive means to confirm their identity, was illegal. Rather,
authorities must consider alternative, less intrusive, measures to confirm individuals'’
identity before resorting the data extraction.

The key concerns regarding the reliance on this practice relates to its proportionality and
suitability. While data extraction may provide insight into the facts of an individual's case, it
remains unclear whether access to the breadth of data extract from mobile phones is
proportionate to the goal. In the German GFF case, the relevant national court found that
reliance on mobile phone extraction, without sufficient consideration of less intrusive
methods, was disproportionate. In addition, CSOs have guestioned the suitability of the
measure, with research suggesting that much of the data is unusable. At the same time,
they found that, where the data is eventually used, it largely confirms information provided
by applicants, and it rarely serves to contradict applicants’ claims.


https://www.bailii.org/ew/cases/EWHC/Admin/2022/695.html
https://privacyinternational.org/news-analysis/4987/uk-high-court-orders-groundbreaking-redress-thousands-migrants-affected-unlawful
https://privacyinternational.org/sites/default/files/2022-01/220121_CO-4793-2020%20and%20CO-577-2021_Privacy%20International%20Submissions_FINAL_0.pdf
https://legacy.freiheitsrechte.org/home/wp-content/uploads/2020/02/Study_Invading-Refugees-Phones_Digital-Forms-of-Migration-Control.pdf
https://www.hertie-school.org/en/news/detail/content/like-handing-my-whole-life-over-the-german-federal-administrative-courts-landmark-ruling-on-mobile-phone-data-extraction-in-asylum-procedures#:~:text=On%2016%20February%202023%2C%20the%20Court%20confirmed%20that%20extracting%20data,the%20implications%20of%20this%20judgement.
https://legacy.freiheitsrechte.org/home/wp-content/uploads/2020/02/Study_Invading-Refugees-Phones_Digital-Forms-of-Migration-Control.pdf
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Technology-based immigration detention

NHRIs across Europe have noted with concern that immigration detention continues to be
considered the norm rather than the exception and the last resort measure in asylum,
migration and return processes, and have consistently called for states to consider
alternatives to immigration detention.

Several European states have begun to rely on technological solutions as an alternative to
immigration detention. This includes electronic monitoring such as facial recognition,
smart watches, portable fingerprinting devices, as well as GPS tagging, which requires the
person concerned to continually wear an ankle monitor. Research and interviews with
individuals with lived experience of immigration detention have demonstrated extensive
difficulties faced by those subject to these controls, including challenges accessing work,
concerns of stigmatisation, exacerbation of mental health challenges, and physical pain or
discomfort associated with wearing tracking technologies. Additionally, these challenges
are compounded by the fact that many of the migrants subject to these measures belong
to vulnerable and marginalised groups.

Additionally, human rights defenders, including NHRIs, have alerted to human rights
concerns arising from the use of electronic monitoring as an alternative to detention.
Particularly, this measure may constitute a violation of migrants’ right to privacy under
Article 8 ECHR, where legal safeguards are unclear or insufficient, or where there is
arbitrariness in the implementation of these measures. Collectively through ENNHRI, NHRIs
have strongly advocated against the inclusion of electronic monitoring as a viable
alternative to detention.

Key overarching human rights impacts arising from the use of technologies in asylum
and migration

The above demonstrates that technologies are being developed, used, and are interacting
with almost all asylum and migration processes. While the extent to which these interact
with migration processes varies in different states, there are wide reaching impacts on the
human rights of migrants throughout. The key overarching impacts on migrants' rights
arise, among others, in relation to concerns about the transparency, proportionality and
objectives behind the use of technologies in asylum, migration, and border governance.

As highlighted in the examples above, there is a trend of an absence of, or insufficient,
transparency in the development and application of technologies in migration. This
includes the way that databases flag migration 'risk’; various technologies’ involvement in


https://ennhri.org/wp-content/uploads/2021/09/The-human-rights-of-migrants-at-borders_Regional-report.pdf
https://publiclawproject.org.uk/content/uploads/2022/10/GPS_Tagging_Report_Final.pdf
https://publiclawproject.org.uk/content/uploads/2022/10/GPS_Tagging_Report_Final.pdf
https://ennhri.org/wp-content/uploads/2019/10/ennhri_comments_on_guidance_on_alternatives_to_detention_06032019.pdf
https://www.hrw.org/sites/default/files/media_2021/11/global_altdetention1021_web.pdf
https://ennhri.org/wp-content/uploads/2019/10/ennhri_comments_on_guidance_on_alternatives_to_detention_06032019.pdf

P
ENNHRI

the determination of international protection claims; and the way that individual data is
used. This lack of transparency directly impacts on migrants’ right to effective remedy, with
individuals lacking clarity regarding the basis on which decisions are taken, and therefore
facing obstacles in challenging them.

Additionally, with the rapid expansion in the use of technologies, particularly to manage
migration flows, there is a need to ensure assessment of their human rights impact. A
particular concern arises when technologies are designed or adapted towards prevention.
The deployment of technologies with this objective poses a serious risk to access to
territory, international protection procedures, and the principle of non-refoulement.

Further, as national authorities increasingly rely on technological solutions, there is a
growing risk regarding the proportionality of these measures. This particularly includes
situations where technologies are used to gather and process migrants’ data, which,
without proper safeguards in place, can disproportionality impact on the right to privacy.

lll. Regional policy developments on Al: the impact on migrants’ rights

Recognising this widespread impact of technologies and Al, in recent years key regional
actors have begun to take steps towards regulating the design, development and use of Al
systems, in order to ensure their transparency, accountability, and human rights
compliance in Europe. For example, the OECD has adopted a Recommendation outlining

Al Principles, which among others, calls on states to promote respects human rights and
democratic values in the use of Al. Additionally, at the global level, the UNESCO
Recommendation on Ethics of Artificial Intelligence also places respect for human rights at
the centre of the use of Al. Moreover, binding standards to regulate the design,

development and use of Al systems were recently adopted at both the Council of Europe
and EU levels in May 2024.

This section outlines the key regional policy developments shaping binding standards
regulating Al. It highlights the ways that the relevant pieces of legislation interact with the
field of asylum and migration. At the same time, policy developments in the field of Al are
likely to have an impact on European migration policy, including proposals under the EU
Pact on Migration and Asylum. As these regional legislations have been recently approved,
the scope of and extent to which these developments impact on migrants’ rights may
evolve throughout the implementation phase.



https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449#mainText
https://www.unesco.org/en/artificial-intelligence
https://www.unesco.org/en/artificial-intelligence
https://www.statewatch.org/media/3964/europe-techno-borders-sw-emr-7-23.pdf

P
ENNHRI

Council of Europe Convention on Artificial Intelligence, Human Rights, Democracy and
Rule of Law

At the regional level, the Council of Europe, working through its Committee on Artificial
Intelligence (CAl), adopted on 17 May 2024 the Convention on Artificial Intelligence,
Human Rights, Democracy and Rule of Law (Al Convention). Once ratified by Member
States, the Convention will impact the ways in which European states develop and use Al,
as well as the extent to which there will be independent human-rights based oversight of
the scope of application of Al systems, including in the field of migration.

The adopted Al Convention takes a risk-based approach to Al systems, particularly in
relation to requirements for risk monitoring, documentation and testing. NHRIs, among
other actors, advocated for establishing clear criteria for identifying and banning Al systems
which pose unacceptable risks to human rights, democracy and the rule of law, together
with a list of specific prohibited uses of Al. However, unlike the EU Al Act, the Convention
does not categorise risk, for example from limited risk to high risk, and therefore, it does
not prescribe contexts or uses in which Al systems may be banned or prohibited, including
for migration purposes. Instead, the Al Convention leaves the assessment of the need for a
moratorium or ban to the discretion of each State Party in respect to certain uses of Al. On
this, NHRI and other actors raised concerns how the lack of total ban on specific uses may
be incompatible with human rights.

Civil society organisations also raised concerns regarding exemptions in the use of Al in the
context of national security, which may also impact the way states apply the Al Convention

in the area of migration. European NHRIs also called for national security to be included in

the Convention in their common position, but the final text of the Convention exempts

national security, as well as national defence.

European NHRIs have been represented at CAl sessions, where ENNHRI has had observer
status throughout the whole negotiating period. Working collaboratively through ENNHR],
European NHRIs called for the Al Convention to have a broad scope, as well as to include
adequate prohibited practices. This aimed at ensuring meaningful protection against
human rights violations, such as in relation to Al systems used for immigration enforcement
purposes. During the last plenary session in March 2024, ENNHRI published a statement of
concern which highlighted that the lack of such prohibition has created an important
protection gap and could present significant risks to human rights, democracy and rule of
law.



https://www.coe.int/en/web/artificial-intelligence/cai
https://rm.coe.int/cai-2023-18-consolidated-working-draft-framework-convention/1680abde66
https://ennhri.org/wp-content/uploads/2023/12/ENNHRI-common-position-on-the-draft-Framework-Convention-on-AI.pdf
https://ecnl.org/news/council-europe-must-not-water-down-their-human-rights-standards-convention-ai
https://ennhri.org/wp-content/uploads/2023/12/ENNHRI-common-position-on-the-draft-Framework-Convention-on-AI.pdf
https://ennhri.org/wp-content/uploads/2022/09/ENNHRI-submission-zero-draft-CoE-Convention-on-AI-Human-Rights-and-Rule-of-Law.pdf
https://ennhri.org/wp-content/uploads/2024/03/ENNHRI-statement-of-concern-on-AI-Convention-at-CAI-plenary.pdf
https://ennhri.org/wp-content/uploads/2024/03/ENNHRI-statement-of-concern-on-AI-Convention-at-CAI-plenary.pdf
https://ennhri.org/wp-content/uploads/2024/03/ENNHRI-statement-of-concern-on-AI-Convention-at-CAI-plenary.pdf

P
ENNHRI

Additionally, European NHRIs consistently called attention to the importance of
independent oversight and enforcement mechanisms at the national and regional level to
ensure the human rights-compliance of the use of Al. Accordingly, when considering the
appointment of an oversight mechanism under the proposed Al Convention, ENNHRI
called on states to consult their NHRI and consider appointing one or more existing
independent national human rights structures, such as NHRIs. This was not included in the
final text of the Convention. In this context, ENNHRI also argued that the Al Convention
does not adequately include requirements for the formal and functional independence as
well as adequate resourcing of the oversight mechanism in line with existing Council of
Europe standards.

European Union Artificial Intelligence Act

The European Union Artificial Intelligence Act (Al Act), was approved in May 2024 and
represents the first piece of legislation comprehensively regulating the use of Al at the
regional level. The Al Act is intended to classify the application of Al systems into three
categories and regulates the documentation, oversight and procedural safeguards required
under each. These categories include: unacceptable risk, high-risk, and low or minimal risk
systems. Al systems that are deemed to pose an unacceptable risk would be subject to a

complete ban, while high-risk systems would be subject to specific requirements including
independent oversight in their development and implementation. Low or minimal risk
systems would not be required to meet these requirements, but would instead be
encouraged to do so on a voluntary basis.

Many of the technologies used in the field of asylum, migration and border governance
pose a significant risk to human rights and fall within the unacceptable or high-risk
categories. The EU Al Act prohibits several types of Al systems in Article 5.1, including those
related to social scoring, those that deploy subliminal or manipulative techniques and
biometric categorisation systems inferring sensitive attributes, except labelling or filtering
of lawfully acquired biometric datasets or when law enforcement categorises biometric
data. It also includes a ban on real-time remote biometric identification (RBI) in publicly
accessible spaces for law enforcement, except in certain cases such as when searching for
missing persons, identifying suspects in serious crimes or preventing terrorist attacks. Most
retroactive or retrospective applications of RBI are banned, and there is a ban on emotion
recognition in workplaces and education. However, for law enforcement and migration
purposes, emotion recognition is classed as high risk and Al systems in this field can still be
used. The ban on discriminatory biometric categorisation, predictive policing and mass
scraping of biometric data to create surveillance databases is however a step forward.


https://rm.coe.int/0900001680a1f4da
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52021PC0206
https://www.consilium.europa.eu/en/press/press-releases/2024/05/21/artificial-intelligence-ai-act-council-gives-final-green-light-to-the-first-worldwide-rules-on-ai/
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ENNHRI noted that the Al Act should have been further strengthened to protect the
human rights of migrants, and that the use of predictive analytics to limit or prevent
migration (as described in Section Il) should have been banned. These systems generate
predictions on where there is a risk of ‘irregular migration” and such technology risks
fuelling human rights violations such as pushback and violence at borders, undermining
the right to seek asylum and the principle of non-refoulement.

In a joint statement, European civil society organisations also called for a ban on predictive
analytics systems when used to prevent or curtail migration, automated risk-assessment

systems, emotion recognition, and remote biometric identification systems. In addition,
they called for greater oversight over Al systems for border monitoring and surveillance,
predictive analytics used in border control, and biometric identification systems, through
their classification as high-risk systems.

More generally, ENNHRI shared concerns over the fact that some Al systems used in
migration are currently not considered as having unacceptable risk that would require
them to be included in prohibited practices. Moreover, the category of high-risk systems
must be expanded to capture a wider range of Al systems that could adversely impact
migrants’ rights and that should therefore be subject to greater oversight.

IV. Role and opportunities for NHRIs

NHRIs across Europe already undertake various activities in relation the impact of Al on
human rights, rule of law, and democracy more broadly. Drawing on their broad human
rights protection and promotion mandate, as well as their extensive expertise on migrants’
rights at the national level, NHRIs are well placed to contribute to strengthening human
rights compliance in the use of new technologies in the field of asylum and migration.

This section outlines some of the key ways that NHRIs can use their mandate to engage on
the human rights impacts of the use of new technologies in migration. The exact role that
NHRIs across Europe can play in this work area will differ and is dependent on each NHRI's
specific mandate, resources and national priorities. Therefore, this section seeks to provide
an introductory overview of opportunities for NHRIs to increase their engagement on
human rights issues at the cross-section of technologies, Al, and migration.

Monitoring and reporting on the human rights impact of technologies

As highlighted in Section II, one of the key concerns in the use of technologies in the field
of migration relates to the lack of transparency in their design, testing and application. In


https://www.accessnow.org/press-release/joint-statement-ai-act-people-on-the-move/
https://ennhri.org/wp-content/uploads/2023/08/ENNHRI-2023-Report-on-the-State-of-the-Rule-of-Law-in-Europe.pdf#page=63
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this regard, human rights monitoring can contribute to greater clarity regarding
developments in this area, as well as the ways these interact with the human rights of
migrants.

Robust human rights impact assessments would contribute to identifying possible risks of
the use of new technologies before these risks materialise, as well as mitigating harm to
human rights. Digital rights organisations have highlighted that impact assessments in the
field of Al remain at an early stage, with a lack of consensus or common standards for their
methodology or composition. NHRIs, with their broad mandate and strong knowledge of
the national human rights situation, could be of added-value to human rights impact
assessments in the use of new technologies in migration contexts. They could contribute to
the development of a methodology for human rights impact assessments, including in
cooperation with CSOs. This would allow for continued monitoring of the human rights
impact of technologies in migration, throughout their design, development, testing, and
practical implementation. In this regard, there is also space for cooperation with other
national authorities such as Data Protection Authorities, as well as experts and academics
with specialised knowledge of technologies or computer sciences.

In addition, while largely developed by private actors, many technologies used in the field
of migration are developed at least partially through the use of EU funds. NHRIs could
consider strengthening their activities in monitoring the human rights compliance in the
use of EU funds. This includes through EU migration funds, such as the Asylum, Migration
and Integration Fund (AMIF) and the Integrated Border Management Fund (IBMF), which
are often used for the development and implementation of border management

technologies. The AMIF and IBMF include an explicit legal basis for NHRIs to engage with
national governments and the European Commission on how they plan to spend EU funds
for asylum and migration. This enables NHRIs to engage with national and regional
stakeholders to advocate for human-rights compliant use of public funds, including
specifically those used towards migration management.

Where national authorities rely on technologies developed by private actors, NHRIs can
play a role in ensuring respect for human rights in the procurement of digital technologies
applied in asylum and migration contexts. This includes with respect to the UN Guiding
Principles on Business and Human Rights, and taking into account the role of states in
addressing risks related to the use of digital technologies procured from private actors.

Further, where technologies are used in migration contexts by national authorities, NHRIs
could contribute to greater transparency by mapping their implementation across different


https://www.accessnow.org/wp-content/uploads/2022/11/Access-Now-Version-Human-Rights-Implications-of-Algorithmic-Impact-Assessments_-Priority-Recommendations-to-Guide-Effective-Development-and-Use.pdf
https://ennhri.org/news-and-blog/nhris-monitoring-eu-funds/
https://ennhri.org/news-and-blog/nhris-monitoring-eu-funds/
https://ennhri.org/wp-content/uploads/2021/07/Profundo-Background-Paper.pdf
https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr_en.pdf
https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr_en.pdf
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migration contexts. As independent, state-mandated bodies, NHRIs have privileged access
to government, national parliament and other authorities, to whom they submit requests
for information and recommendations. The Council of Europe Committee of Ministers
recommendation on NHRIs notes that Member States should ensure NHRIs enjoy
adequate access to information. This makes NHRIs key actors to enhance clarity in this
context and ways in which technologies are applied in practice at the national level, as well
as analysing their possible interaction with migrants’ rights.

NHRIs could engage in this area by submitting requests for information to authorities
regarding the types of technologies used throughout different migration processes at the
national level. In this context, NHRIs could advocate for authorities to establish a register of
Al and technological systems used by the states. The Croatian NHRI has called for the
establishment of a registry for all public uses of Al, as a way to strengthen monitoring and
awareness. In parallel, this would provide greater clarity for other HRDs, including NHRIs,
working towards understanding the impacts that migration technologies have on human
rights.

Recognising the involvement of regional actors in the use and development of migration
technologies, NHRIs could also consider cooperation with, among others, Frontex as well as
its Fundamental Rights Officer, and international actors such as IOM. This could contribute
to greater understanding of the ways these actors use technology in different migration
contexts.

Drawing on the findings of the activities outlined above, NHRIs could also contribute to
strengthening accountability where the use of technologies negatively impacts on the
human rights of migrants. By mapping national authorities’ use of technologies in
migration and publicly reporting on this, NHRIs could strengthen understanding among
migrants and HRDs working to support them. Such a public register would also contribute
to the increased capacity to identify the responsible actors in cases of individual human
rights violations or systemic concerns arising from the use of technologies in migration
contexts.

Awareness raising and training

NHRIs are mandated to promote human rights at the national level. As such, they can play
an important role in raising awareness of the human rights impacts that technologies have
in the field of migration, including by providing information to migrants as well as
strengthening authorities’ understanding in this regard.


https://search.coe.int/cm/pages/result_details.aspx?objectid=0900001680a1f4da
https://www.ombudsman.hr/hr/pravo-na-privatnost-i-utjecaj-umjetne-inteligencije-na-ljudska-prava-2/
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Provision of information is decisive for migrants’ access to relevant procedures,
international protection, and effective remedies. As such, European NHRIs undertake
extensive activities to improve migrants’ access to information on their rights, particularly

for individuals in detention and reception centres. As technologies are being more widely

implemented by state authorities and border guards in migration contexts, these tools will
increasingly impact migrants’ enjoyment of the right to access international protection, as

well as effective remedies. In order to strengthen migrants’ ability to exercise these rights,

there is a need to increase their understanding of the way that technologies are applied at
different stages of their migration process.

Drawing on the findings of their monitoring activities, NHRIs could consider disseminating
information to migrants on the contexts in which technologies are used, how these
technologies may impact international protection claims, as well as the individual’s rights in
this regard. This could include, for example, amending existing information materials to
include a section outlining the scope of digitalisation and use of relevant technologies.
While national authorities have ultimate responsibility for ensuring informed consent from
the individual concerned when digital technologies are used in the context of international
protection claims, increased awareness raising and information provision by trusted human
rights defenders, including NHRIs, among migrants could serve to strengthen individuals’
uptake of rights.

In addition to increasing awareness among migrants themselves, NHRIs could play an
important role in ensuring national authorities responsible for implementing technological
tools are better informed of the ways this interacts with their human rights obligations. As
outlined above, many of the tools developed in the context of migration management are
targeted at increasing national authorities’ efficiency in processing claims or strengthening
migration management, rather than with the explicit goal of strengthening the human
rights protection of migrants. While these technologies are not harmful in and of
themselves, the ways in which they are used in migration contexts by authorities is critical
to determining their impact on human rights.

Therefore, NHRIs could consider taking action to increase authorities” awareness of their
human rights obligations, particularly in the context of their increased reliance on
technologies. NHRIs have provided training to border authorities on a variety of issues,
including human rights frameworks, asylum procedures and refugee protection, as well as
identification of vulnerabilities. There is space to build on this work, by expanding existing
training models to include reference to new technological tools being used nationally and
the ways these interact with migrants’ rights. This would also serve to strengthen
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implementing authorities” understanding of their ongoing human rights obligations in the
context of new technological developments. While the tools developed are new, and while
specific legal frameworks regulating the use of technologies are being developed, NHRIs
have an important role in ensuring that existing norms and human rights standards are
continuously applied, including in parallel with any new legislation.

Through their promotion mandate, NHRIs have an opportunity to encourage a human
rights-based approach to the design, development and use of technologies in the field of
migration. This includes by engaging with national authorities to highlight continuing
human rights obligations and international standards relevant when technologies are used
in asylum, migration, and border governance. Through human rights education, NHRIs
could consider highlighting the impact technologies have on migrants rights, as well as the
potential that technologies developed for migration management are applied to other
situations, including in the context of predictive policing, surveillance beyond borders, and
broader data collection impacting on privacy rights.

Advocacy towards human rights-based applications of technology in migration

At the regional level, there have been processes aimed at regulating the use of Al in line
with human rights, democracy and rule of law, as outlined in Section IlI of this paper.
Importantly, NHRIs advocated both at regional and national level for human rights-based,
protection sensitive, applications of technologies in the field of migration to be included in
the relevant legislation. Ultimately, both final texts of the EU Al Act and the CoE Al
Convention contain provisions for oversight mechanisms and human rights protection,
which might impact on NHRIs" mandates.

The EU Al Act requires each Member State to designate an independent national
supervisory authority, with the possibility for NHRIs to be either designated as the
supervisory authority or more likely to cooperate with it. Notably, the supervisory authority
has the power to request and access any documentation created or maintained under the
Al Regulation when access to that documentation is necessary for the fulfilment of their
mandate. The Council of Europe’s Al Convention contains a similar provision providing for
the designation of one or more mechanisms to oversee compliance with the obligations of
the Convention. Also in this case NHRIs might play an important role as either the
oversight mechanism or more likely in cooperation with it, in line with their broad human
rights mandate.

As outlined above, beyond ENNHRI, civil society, human rights defenders and digital rights
advocates raised concerns in relation to the extent to which the recent regional policy
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developments sufficiently protect migrants’ rights. This includes, for example, the coalition
of civil society actors working on the 'Protect Not Surveil' campaign, advocating for greater
protection of migrants’ rights in the EU Al Act. The coalition included regional as well as
national civil society organisations with a strong understanding of technology, Al and
migration. In this regard, NHRIs could engage with and consult the findings of other
human rights defenders working in the field when undertaking their own advocacy efforts
towards the national level application of the provisions in both legislative instruments.

At the national level, NHRIs could consider stronger cooperation with digital rights actors
and authorities like Data Protection Agencies, to strengthen their advocacy work, and
amplify the voices of other human rights defenders in calling for stronger legislative
protection for migrants’ rights where technologies, including Al, are used. NHRIs are well-
placed to foster cooperation between civil society, governments, and international and
regional actors, in order to facilitate holistic and coherent advocacy towards human rights-
based national standards governing the use of technologies in migration.

Where technology is used by national authorities in migration contexts, NHRIs can play a
role in ensuring its application is sensitive to and rooted in the promotion and protection
of migrants’ human rights. This could include formal advice and recommendations to
national authorities on the human rights impacts of policies and practices governing the
use of technology in asylum, migration, and border governance.

In addition, NHRIs could use their expertise in the area of asylum and migration, to advise
national authorities of potential vulnerabilities or unsuitability of certain technological
solutions. For example, by advocating that the implementing authority conduct an
individual assessment and identify potential vulnerabilities before applying technologies
such as wide-sweeping data collections or requiring individuals to follow digital processes.
This individualised approach could mitigate concerns regarding obstacles to international
protection and ensure migrants with low digital literacy or compounding vulnerabilities
have adequate access to rights.

Strengthening legal protection in the context of technologies used in asylum and
migration

European NHRIs have a range of legal functions at their disposal to promote and protect
migrants’ rights. The scope of legal functions available to an NHRI is dependent on its
specific mandate. It can include receiving individual complaints, intervening as a third party
before national and regional courts, supporting individual complainants in courts, and
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bringing cases to national (constitutional) courts to challenge legislation that is contrary to
a state’s human rights obligations.

Legal protection of the human rights of migrants in the context of technologies and the
associated case-law remains at an early stage. However, human rights defenders have
begun challenging the uses of technology when they interfere with human rights. For
example, in addition to the cases outlined in Section Il above, human rights defenders have
successfully challenged the use of facial recognition technologies by police authorities at
the European Court of Human Rights. In this context, NHRIs could consider dedicating
resources towards contributing to the implementation of European Court of Human Rights
judgments, and raising awareness about the body of case-law in this area.

Furthermore, NHRIs could also actively contribute to expanding the body of case-law,
through cooperation and knowledge exchange with other human rights defenders active in
this field and civil society organisations that have brought forward litigation at the national
level. Beyond engaging with existing judicial developments and other human rights
defenders involved in these, NHRIs could themselves engage in strategic litigation, if their
mandate allows, and where the use of technologies in the migration context leads to
systemic violations of existing human rights standards such as the right to private life or
access to international protection.

Using new technologies to strengthen respect of the human rights of migrants

Across Europe, civil society organisations are exploring opportunities to use technologies
to strengthen human rights protection and accountability. For example, organisations such
as, among others, Lighthouse Reports, Forensic Architecture, and Amnesty International

have used geolocations and open-source investigations to gather evidence of human
rights violations at borders. Further, they have published visuals highlighting and digitally
recreating situations of human rights violations based on video analysis, geolocations, and
individual testimonies.

European NHRIs have highlighted that photographic and video evidence has been key in
initiating and sustaining investigations into violations at borders. In this context, NHRIs
could consider opportunities for peer exchange with other human rights defenders using
technologies constructively to strengthen accountability processes. Beyond this, where
appropriate and relevant, NHRIs could request national authorities using border
surveillance technologies to share available footage where violations occur, in order to

facilitate their own accountability procedures.


https://www.article19.org/resources/european-court-of-human-rights-groundbreaking-ruling-on-facial-recognition/
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https://www.lighthousereports.com/newsroom/borders/
https://forensic-architecture.org/category/migration
https://www.amnesty.org/en/latest/research/2021/09/poland-belarus-border-crisis/
https://ennhri.org/wp-content/uploads/2022/07/ENNHRI_Strengthening_Accountability-at-Borders_Report_final.pdf

V. Conclusion

The findings outlined in this paper point to the ever more widespread use of technologies
in the field of asylum, migration and border governance. The scope of the application of
new technologies has an impact on migrants’ rights and may involve risks to key human
rights, such as the right to access territory, the non-refoulement principle, the right to an
effective remedy, the right to a fair trial, the right to a private life, and right to equal
treatment. The growing impact of technologies on the human rights of migrants
demonstrates the need for further engagement by human rights defenders, including
NHRIs, in this emerging area.

This paper provides insight into some of the key ways that new technologies interact with
migrants’ rights. Further, drawing on NHRIs’ broad mandate to promote and protect
human rights and their key functions, this scoping paper outlines opportunities for NHRIs'
engagement in this area. It serves as an introductory resource, exploring the role that
NHRIs can play in strengthening human rights compliance at the intersection of new
technologies and asylum, migration and border governance.

As the area of migration, human rights and technologies evolves quickly, this paper serves
to support in the identification of priorities for NHRIs" in this area, as well as areas for
possible joint action through ENNHRI's Asylum and Migration Working Group.
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