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Need for guidance: 
Applying the ‘UN Guiding 

Principles to digital 
technologies’

Potential EU requirement: 
‘Fundamental rights 

impact assessments’ of AI 
Systems

Due diligence 
recommendations from 

UN special procedures and 
treaty bodies



• With business since 1999

• HRIA experience for over a decade

• Guidance and toolbox (2016/2020) –
developed based on our experience

• Award-winning – IAIA in 2018

• From the field of environmental, social 
and health impact assessments

• Also: human rights in impact 
assessments

Our work on HRIA



• Guidance published in 2020

• Need for guidance – expectations and 

demands on impact assessments 

regarding tech

• Developed based on previous 

experience

• Engagement with actors in the digital 

space – business, consultants, 

academics, civil society

• Considering the realities of the digital 

ecosystem – need for adaptation(!)

• Emphasis on stakeholder engagement 

and local context

HRIA of ‘digital activities’



CHALLENGES RELATED TO HUMAN RIGHTS DUE 
DILIGENCE OF DIGITAL TECHNOLOGIES 

Lack of 
geographical 
boundaries 

Stakeholder 
engagement

Assessment 
triggers/timing



What is it?

Methodology and a process

Relation to due diligence?

A key tool of human rights due diligence 

in contexts of severe potential and/or 

actual impacts

By who?

Internal, company-commissioned, civil 

society led…

Briefly on HRIA



Process criteria

• Participation

• Non-discrimination

• Empowerment

• Transparency

• Accountability

Content criteria

• Benchmark

• Scope of impacts

• Assessing impact severity

• Impact mitigation measures

• Access to remedy

Key criteria of HRIA



HOW CAN YOU USE IT?

Others: Internal capacity-
building and ‘monitoring’

Use the guidance’ examples of 
impacts and types of 

involvement as capacity 
building material, and use the 
guidance to analyze the work 

of companies

States: Improving the 
practices of suppliers/ 

developers

Use as a reference in 
conversations and contracts 

with suppliers of digital 
solutions, or conduct HRIA 

yourself

Companies: build rights-
respecting technology 

solutions 

The full picture of human 
rights risks is essential to build 
tools that can offer the most 

positive impacts



DIGITAL RIGHTS CHECK
A human rights assessment guidance tool for development 
projects



WHAT IS IT?

• Tool and guide for staff working with 
digital development projects

• A ‘dynamic questionnaire’ that helps staff 
identify potential issue areas and 
corresponding actions

• Objective to ensure that ‘digital for 
development’ projects fully consider the 
human rights risks



WHO IS IT FOR?

• Initially developed for GIZ

• Includes tracks for 1) technical 
development cooperation, and 2) 
development finance institutions

• New tracks can be added to existing 
page

• Whole tool can be repurposed for other 
organisations



WHAT DID WE DO?

• Mapped out the kind of 
technologies that are used 
in ‘Digital for development’ 
projects

• Built a map of all relevant 
questions to ask, incl. 
conditioned follow-up 
questions

• Identified resources that can 
help the user

• Comments or 
recommendations for each 
specific answer



Scoping

•Identifying the stage of the 
project, and whether this 
assessment is relevant

•Questions on which specific 
digital technologies are used

Technology-specific 
questions

•Artificial intelligence and machine 
learning activities

•Data-related activities

Risk analysis

• Product risk

• Use/application risk

• Country risk

Contextual information

•Existence and adequacy of 
relevant laws (e.g. data 
protection) in the context

•Information about past projects 
and impacts

Unintended consequences

•Whether unintended 
consequences of the project has 
been assessed

Vulnerable and 
marginalized groups

•Who are the intended users?

•Do they belong to vulnerable 
and/or marginalized groups?

Accessibility

•In case of individual persons being 
the intended users, has the 
accessibility of the digital 
technology been assessed?

•Is it monitored?

Stakeholder engagement

•In what way has stakeholders, in 
particularly (potentially) impacted 
stakeholders been engaged and 
consulted?

Transparency and reporting

•How is the project being reported 
on? 

•Is there specific reporting on risks 
and how they are addressed?

Access to remedy

•Are stakeholders able to raise 
complaints? If so, how? RESULTS

THE STRUCTURE

• A range of questions that helps
scope the remainder of the tool

• Helps the user consider 
technology- and context-specific 
risks

• Focuses on human rights-based 
approach to risk assessments

• A results page at the end, 
containing the key input, 
identified human rights risks and 
recommendations for actions



FEATURES

• Multiple response options 
(select one/multiple)

• Information to help the user 
respond to the question

• Comments or 
recommendations to the 
user depending on the 
chosen option

• Resources with further 
relevant guidance

• Case study that can help 
illustrate e.g. a relevant 
human rights issue



RESULTS PAGE

• General project information

• Recommendations specific 
to different categories of 
the tool

• Highlighted potentially 
impacted human rights



RESULTS PAGE

• Next steps, illustrating how 
the user can take the work 
forward

• Option to download an 
action plan, incl. the 
recommendations

• Option to download a pdf 
version of the results page

• Data saved locally, allowing 
user to continue

• Option to clear the data and 
restart the tool



ACTION PLAN
• For the user to take forward

• Scale, scope and irremediability to 
be identified by user

• Support in prioritization of actions

• Identify responsible functions or 
individuals AND timeline



RESOURCES
• Guidance on HRIA of digital activities: https://www.humanrights.dk/publications/human-rights-impact-assessment-digital-

activities

• Digital Rights Check: https://digitalrights-check.toolkit-digitalisierung.de/

• Tech giants and human rights – Investor expectations: https://www.humanrights.dk/publications/tech-giants-human-rights-

investor-expectations

• The Tech Sector and National Action Plans on Business and Human Rights: https://www.humanrights.dk/publications/tech-

sector-national-action-plans-business-human-rights

• Digital Ethics Compass: https://ddc.dk/tools/toolkit-the-digital-ethics-compass/

https://www.humanrights.dk/publications/human-rights-impact-assessment-digital-activities
https://digitalrights-check.toolkit-digitalisierung.de/
https://www.humanrights.dk/publications/tech-giants-human-rights-investor-expectations
https://www.humanrights.dk/publications/tech-sector-national-action-plans-business-human-rights
https://ddc.dk/tools/toolkit-the-digital-ethics-compass/


QUESTIONS OR 
COMMENTS?

Line Gamrath Rasmussen: 
lira@humanrights.dk
www.humanrights.dk

mailto:lira@humanrights.dk

