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UNESCO and AI

Recommendation 
on the Ethics of 

Artificial 
Intelligence (23 

November 2021):

Next Steps:
UNESCO tasked 
with developing a 
methodology for 
Ethical Impact 
Assessment (EIA) 
of AI technologies 
“based on 
rigorous scientific 
research and 
grounded in 
international 
human rights 
law”.

✓ Soft law

✓ Universal framework of values, principles and actions to guide States in the 
formulation of their legislation, policies or other instruments regarding AI, 
consistent with international law

✓ References to ethics, including ethical values and principles, as a 
supplement (not a substitute) to the existing international human rights 
framework

✓ Governments should:
• Refrain from using AI systems “for social scoring or mass surveillance 

purposes”
• Adopt regulatory frameworks with procedures, particularly for public 

authorities, to carry out “ethical impact assessments on AI systems”.

✓ Public authorities should be required to monitor the AI systems 
implemented and/or deployed by introducing appropriate mechanisms 
and tools.
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OECD – AI Principles

✓Soft law - intergovernmental standard on AI
Objective: “foster innovation and trust in AI by promoting the responsible stewardship 
of trustworthy AI while ensuring respect for human rights and democratic values”

✓Calls on AI actors to implement five complementary value-based principles:
1. Inclusive growth, sustainable development and well-being; 
2. Human-centred values and fairness; 
3. Transparency and explainability; 
4. Robustness, security and safety; 
5. Accountability;

✓Instructs the OECD Committee on Digital Economy Policy to monitor 
implementation of the Recommendation and report to the Council five years 
after its adoption and regularly thereafter

Recommendation 
on Artificial 

Intelligence (“AI 
Principles”) (22 

May 2019) 
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Council of Europe

Soft Law Instruments Legally Binding Instruments
Commissioner For Human Rights Recommendation 
“Unboxing AI – 10 Steps to Protect Human Rights” 
(2019)

Convention for the Protection of Individuals with 
regard to Automatic Processing of Personal Data as 
amended in 2018 (Convention 108+)

CoM Recommendation on impact human rights 
impact of algorithmic systems (2020)

CoM Recommendation on the protection of 
individuals with regard to automatic processing of 
personal data in the context of profiling (2010)

Convention 108 Committee - Guidelines on AI and 
data protection (2019)

CoM Recommendation on the impacts of digital 
technologies on freedom of expression (2022)

Convention 108 Committee - Guidelines on Facial 
Recognition (2021)

CEPEJ – Ethical Charter on Use of AI in Judicial 
Sector (2018)
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CoE Commissioner for Human Rights, “Unboxing AI – 10 
Steps to Protect Human Rights” (excerpts):

1. Human Rights Impact Assessment
✓ Member states should establish a legal framework that sets out a procedure for public authorities to carry out human 

rights impact assessments (HRIAs) on AI systems acquired, developed and/or deployed by those authorities

✓ As part of the HRIA legal framework, public authorities should be required to conduct a self-assessment of existing 
and proposed AI systems. This self-assessment should evaluate the potential impact of the AI system on human rights 
taking into account the nature, context, scope, and purpose of the system. 

✓ The HRIAs must also include a meaningful external review of AI systems, either by an independent oversight body or 
an external researcher/auditor with relevant expertise, in order to help discover, measure and/or map human rights 
impacts and risks over time. Public bodies should consider involving National Human Rights Structures (NHRSs) in 
carrying out this meaningful external review.

10.  Promotion of AI literacy:
✓ The knowledge and understanding of AI should be promoted in government institutions, independent oversight 

bodies, national human rights structures, the judiciary and law enforcement, and with the general public
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CoE, Recommendation on impact human rights impact of 
algorithmic systems (excerpts):

Guidelines on addressing the human rights impacts of algorithmic systems 

B. Obligations of States with respect to the protection and promotion of human rights and fundamental freedoms in 
the context of algorithmic systems
1.4. Institutional frameworks:

➢ States should identify and/or develop appropriate institutional and regulatory frameworks and standards that set 
general or sector-specific benchmarks and safeguards to ensure the compatibility of the design, development and 
ongoing deployment of algorithmic systems with human rights.

➢ Efforts should ensure that direct or indirect risks to human rights, including possible cumulative effects of distinct 
systems, are promptly identified and that adequate remedial action is initiated.

➢ States should invest in relevant expertise to be available in adequately resourced regulatory and supervisory 
authorities. They should further closely co-operate with independent authorities, equality bodies, national human 
rights institutions, universities, standard-setting organisations, operators of services, developers of algorithmic 
systems and relevant non-governmental organisations in various fields, such as, particularly, those engaged in 
defending human rights.



Copyright© 2022 ECNL

Automated decision-making in the GDPR and 
Convention 108+

GDPR
• Directly applicable to all entities that process 

personal data of data subjects in the EU

• The principle: right not to be subject to a solely 
automated decision which produces legal or 
otherwise significant effects (Art. 22)

• With exceptions limited to three legal 
bases (consent, Member State law, contract), 
but:

✓ Actionable rights to human intervention, 
to present own view and contest the 
decision (access to logic of system)

✓ Prohibition of the use of sensitive data

Convention 108+
• Applicable to Parties of the Convention → a 

national law is needed to give effect to rights and 
obligations

• The same principle applies to automated decision 
making, but no limit as for the possible legal 
basis (protection is limited to the obligation to take 
the data subject’s views into consideration)

• Guidelines on AI and data protection and on facial 
recognition further specify requirements:

• Risk assessment of possible outcomes of data 
processing including “democracy and social 
and ethical values”

• (participatory) assessment of adverse 
consequences + mitigation

• Prohibition of “affect recognition” linked to 
hiring of staff, access to services/education
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GDPR – protecting personal data in AI systems
• Personal data is usually processed in systems 

intended to make individual decisions

• Key GDPR principles apply: fairness, 
lawfulness, transparency, security, purpose 
limitation.

• Data rights apply: information about purposes 
and types of data used, access to data 
(including inferences!), the right to object, the 
right to complain

• Often a data protection impact assessment is 
required – possibility for consultation!

Article 22 of the GDPR 

The right not to be subject to solely automated
decisions which produce legal effects or 
significantly affect the person

Weakness: Article 22 does not apply, e.g., to:

✓ Semi-automated decisions

✓ Decisions which do not produce legal or 
otherwise significant consequences

✓ Multi-stage profiling decisions
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EU and NATIONAL AI STRATEGIES

Coordinated Plan on Artificial Intelligence 
(2018, reviewed in 2021):

• EU/EEA Members to adopt National Strategies 
on AI by –mid 2019

• Strategies to include actions on AI 
investment/research, education, governance 
and regulatory framework (including ethics 
and standards)

• 20 EU/EEA Member States have adopted 
strategies. Some Member States (e.g., Finland, 
Cyprus and Germany), have already updated 
and reviewed their initial strategies.

Next steps:

✓ EU/EEA Member States to finalise, 
review and update National AI 
Strategies

✓ Progress monitored on annual basis

Has your NHRI been 
involved in the process?
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Sources/reading materials
• UNESCO Recommendations on the Ethics of Artificial Intelligence, https://unesdoc.unesco.org/ark:/48223/pf0000381137/PDF/381137eng.pdf.multi

• CoE, Recommendation CM/Rec(2010)13 of the Committee of Ministers to member states on the protection of individuals with regard to automatic processing of personal data in 
the context of profiling, https://rm.coe.int/16807096c3

• CoE, Commissioner For Human Rights, Recommendation Unboxing artificial intelligence: 10 steps to protect human rights(2019), https://rm.coe.int/unboxing-artificial-
intelligence-10-steps-to-protect-human-rights-reco/1680946e64

• CoE, Recommendation CM/Rec(2022)13 of the Committee of Ministers to member States on the impacts of digital technologies on freedom of 
expression, https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=0900001680a61729

• CoE, Recommendation CM/Rec(2020)1 of the Committee of Ministers to member States on the human rights impacts of algorithmic 
systems, https://search.coe.int/cm/pages/result_details.aspx?ObjectId=09000016809e1154

• CoE, CPEJ, European ethical Charter on the use of Artificial Intelligence in judicial systems and their environment (2018), https://rm.coe.int/ethical-charter-en-for-
publication-4-december-2018/16808f699c

• CoE, Convention for the protection of individuals with regard to automatic processing of personal data as amended by Protocol CETS No. 223 (Convention 108+, 1981 as 
amended in 2018), https://rm.coe.int/16808ade9d

• Consultative Committee of the Convention for the Protection of Individuals with regard to the Processing of Personal Data (Convention 108+), Guidelines on Artificial 
Intelligence and Data Protection (2019), https://rm.coe.int/guidelines-on-artificial-intelligence-and-data-protection/168091f9d8 and Guidelines on Facial Recognition
(2021), https://rm.coe.int/guidelines-facial-recognition-web-a5-2750-3427-6868-1/1680a31751

• EU General Data Protection (GDPR) Regulation (2016), https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434

• Communication from the Commission to the European Parliament, the European Council, the Council, the European Economic and Social Committee and the Committee of the 
Regions - Coordinated Plan on Artificial Intelligence (COM(2018) 795 final) https://ec.europa.eu/jrc/communities/sites/default/files/communicationenglish.pdf

https://unesdoc.unesco.org/ark:/48223/pf0000381137/PDF/381137eng.pdf.multi
https://rm.coe.int/16807096c3
https://rm.coe.int/unboxing-artificial-intelligence-10-steps-to-protect-human-rights-reco/1680946e64
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=0900001680a61729
https://rm.coe.int/ethical-charter-en-for-publication-4-december-2018/16808f699c
https://rm.coe.int/16808ade9d
https://rm.coe.int/guidelines-on-artificial-intelligence-and-data-protection/168091f9d8
https://rm.coe.int/guidelines-facial-recognition-web-a5-2750-3427-6868-1/1680a31751
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434
https://ec.europa.eu/jrc/communities/sites/default/files/communicationenglish.pdf

